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DETAILED ACTION 

1. This action is response to communications: application, filed 05/08/2001; amendment 
filed 04/29/2005. Claims 1-21 are pending. Claims 1,6, 11, and 17 are amended by applicant. 

Response to Arguments 

2. Applicant's argument filed 04/29/2005 have been fully considered but they are not 
persuasive. 

Applicant argues that: "Leonard, by contract, encrypted the incoming email regardless of 
whether it is stored to local memory. Therefore, claims 1, 6, 1 1 and 17, as presently amended are 
not anticipated by Leonard" 

Examiner totally disagrees with applicant's remark. In view of the rejection and response 
to amendment above, the prior art rejections are maintained. As prior rejection, regarding to 
claims 1,6, 11 and 17, Leonard discloses recipient's computer local storage wherein email 
folders are stored in encrypted form, see (column 21, lines 12-16, 25-29). 

DETAILED ACTION 
Claim rejections-35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the United 
States before the invention thereof by the applicant for patent, or on an international application by another who 
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention 
thereof by the applicant for patent. 



Claims 1-21 are rejected under 35 U.S.C. 102(e) as being anticipated by 
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Leonard et al. (U.S. 6,721,784), herein after referred to as Leonard 
In referrin2 to claim 1: 

"Authenticating identity information of the recipient" (column 13, lines 56-62). Leonard 
disclosed method of opt-out and opt-in what are shared identical functionality with providing 
authenticating identity information of the recipient. 

" Restricting the recipients ability to manipulate the electronic mail based on the 
confidentiality level established by the sender" (column 9, lines 11-16, 31-37, 46-49). Leonard 
disclosed a method in which the sender can control the lifespan of the messages and also can 
control the electronic mail processing or handling functions such as forwarding, modification, or 
printing, what meets the limitation of" Restricting the recipients ability to manipulate the 
electronic mail based on the confidentiality level established by the sender". 

" Encrypting the electronic mail with the authenticated identity information if the 
recipient attempts to store the electronic mail to a local storage; and decrypting the electronic 
mail only if the recipient attempt to retrieve the electronic mail from the local storage" (column 
21, lines 10-52; column 22, lines 42-44; column 16, lines 55- 67; column 17, lines 32-45). 
Leonard disclosed method of limiting access electronic mail messages by storing the files what 
are equivalent to email folders in encrypted form on the recipient's computer local storage by 
using recipient's public key, what means "encrypting the electronic mail with the authenticated 
identity information if the recipient attempts to store the electronic mail to a local storage". Then 
the recipient can decrypt those encrypted messages by using his/her private key, what means 
"decrypting the electronic mail if the recipient attempt to retrieve the electronic mail from the 
local storage" 
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In referring to claim 2: 

" Where the identity information is a system password" (column 13, lines 56-62). 
Leonard disclosed method of opt-out and opt-in means password providing. 
In referring to claim 3: 

" Prompting a user of the recipient to supply the identity information; decrypting the 
electronic mail with the identity information supplied by the user" (column 13, lines 55-62; 
column 14, lines 45-46, 56-67; column 16, lines 55-67, column 17, lines 32-44). Leonard taught 
that after being asked to supply the identity information such as password from recipient to 
identify member of affinity group, what means "prompting a user of the recipient to supply the 
identity information", then the recipient can receive encrypted message for message viewing by 
using the viewer applet what is installed in recipient's computer what have ability to decrypt the 
encrypted message to view, what means "decrypting the electronic mail with the identity 
information supplied by the user" 

In referring to claims 4.5: 

" asserting a control signal to disable options that are originally supported by the 
recipient if the confidentiality level satisfies a predefined confidentiality threshold, wherein the 
control signal is a confidentiality-level-dependent control signal" (column 16, lines 12-25; 
column 19, lines 7-12; column 22, lines 37-44; column 24, lines 10-38). Leonard disclosed the 
message header is the field for including control information such as flags what means asserting 
a confidentiality-level-dependent control signal used to enable or disable options what are 
originally supported by the recipient for electronic mail processing or handling functions such as 
printing, coping, or forwarding. Leonard ideally shows reflection of the limitation of "asserting a 



Application/Control Number: 09/851 ,625 Page 5 

Art Unit: 2132 

control signal options that are originally supported by the recipient if the confidentiality level 
satisfies a predefined confidentiality threshold, wherein the control signal is a confidentiality- 
level-dependent control signal". 
In referring to claim 6: 

"An input-processing engine to limit abilities of a user of the email client to manipulate 
an electronic mail received by the email client based on a confidentiality level" (column 9, lines 
1 1-16, 31-37, 46-49). Leonard taught that the sender can control the lifespan of the messages and 
also can control the electronic mail processing or handling functions such as forwarding, 
modification, or printing, what means "limit abilities of a user of the email client to manipulate 
an electronic mail received by the email client based on a confidentiality level." 

"An encryption/ decryption engine, coupled to the input-processing engine, to encrypt the 
electronic mail with authenticated identify information only if the recipient attemps to store the 
electronic mail to a local storage" (column 21, lines 10-52; column 22, lines 42-44; column 16, 
lines 55- 67; column 17, lines 32-45). Leonard disclosed method of limiting access electronic 
mail messages by storing the files what are equivalent to email folders in encrypted form on the 
recipient's computer local storage by using recipient's public key. Then the recipient can decrypt 
those encrypted messages by using his/her private key, So Leonard's ideas may correspond to 
the limitation of "An encryption/ decryption engine, coupled to the input-processing engine, to 
limit the user's access to a local storage if the user's access involves an electronic mail" 

In referring to claims 7,8: 

" The input-processing engine further asserts a first control signal to disable options that 
are originally supported by the email client if the confidentially level satisfies a predefined 
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confidentiality threshold. Wherein the first control signal is a confidentiality-level-dependent 
control signal" (column 16, lines 12-25; column 19, lines 7-12; column 22, lines 37-44; column 
24, lines 10-38). Leonard disclosed the message header is the field for including control 
information such as flags what means asserting a confidentiality-level-dependent control signal 
used to enable or disable options what are originally supported by the recipient for electronic 
mail processing or handling functions such as printing, coping, or forwarding. Leonard ideally 
shows reflection of the limitation of" The input-processing engine further asserts a first control 
signal to disable options that are originally supported by the email client if the confidentially 
level satisfies a predefined confidentiality threshold. Wherein the first control signal is a 
confidentiality-level-dependent control signal" 
In referring to claim 9: 

" The input-processing engine further asserts a second signal to invoke the 
encryption/decryption engine in response to the user's access" (column 13, lines 56-62; column 
20, lines 66-67; column 21, lines 1-52; column 22, lines 42-44; column 16, lines 55-67; column 
17, lines 32-45). Leonard taught that after being asked to supply the identity information to 
identify member of affinity group for enroll into privacy email system, which is shared identical 
functionality with asserting second signal, recipient can either store message in encrypted form 
or decrypt those message from recipient's computer local storage, then recipient can decrypt 
those encrypted messages by using his/her private key. So, Leonard's ideas may correspond the 
limitation of " The input-processing engine further asserts a second signal to invoke the 
encryption/decryption engine in response to the user's access" 

In referring to claim 10: 
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" The encryption/ decryption engine further prompts the user for identity information" 
(column 13, lines 56-62). Leonard disclosed method of opt-out and opt-in what are shared 
identical functionality with providing authenticating identity information. 

"If the user's access to the local storage is to store the electronic mail, encrypts the 
electronic mail with the identity information; and if the user's access to the local storage is to 
retrieve the electronic mail, decrypts the electronic mail with the identity information" (column 
21, lines 10-52; column 22, lines 42-44; column 16, lines 55- 67; column 17, lines 32-45). 
Leonard disclosed method of limiting access electronic mail messages by storing the files what 
are equivalent to email folders in encrypted form on the recipient's computer local storage by 
using recipient's public key, what means "If the user's access to the local storage is to store the 
electronic mail, encrypts the electronic mail with the identity information". Then the recipient 
can decrypt those encrypted messages by using his/her private key, what means "if the user's 
access to the local storage is to retrieve the electronic mail, decrypts the electronic mail with the 
identity information", So Leonard's ideas may correspond to the limitation of "If the user's 
access to the local storage is to store the electronic mail, encrypts the electronic mail with the 
identity information; and if the user's access to the local storage is to retrieve the electronic mail, 
decrypts the electronic mail with the identity information". 

In referring to claim 11: 
" User interface" (column 12, lines 24-33). Leonard disclosed an interface with buttons 
that permit setting of an expiration date and other handling or processing. 
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" Communication engine" (column 11, lines 56-67; column 12, lines 1-9, column 14, 
lines 40-50). Leonard's communication engine includes viewer applet, central sever and original 
software these are equivalent to Communication engine. 

" A local storage" (column 21, lines 24-26). Leonard disclosed a local storage for 
encrypted files. 

" An input- processing engine to limit abilities of a user of the email client to manipulate 
an electronic mail received by the email client based on user-selected confidentiality level" 
(column 18, lines 66-67;column 19, lines 1-47; column 12, lines 24-33, 54-62). 
. Leonard disclosed a method in which the sender can control the lifespan of the messages and 
also can control the electronic mail processing or handling functions such as forwarding, 
modification, or printing, what meets the limitation of" to limit abilities of a user of the email 
client to manipulate an electronic mail received by the email client based on user-selected 
confidentiality level". 

" An encryption/decryption engine, couple to the input processing engine, to encrypt the 
electronic mail with authenticated identity information only if the recipient attempts to store the 
electronic mail to a local storage" (column 21, lines 10-52; column 22, lines 42-44; column 16, 
lines 55- 67; column 17, lines 32-45). Leonard disclosed method of limiting access electronic 
mail messages by storing the files what are equivalent to email folders in encrypted form on the 
recipient's computer local storage by using recipient's public key. Then the recipient can decrypt 
those encrypted messages by using his/her private key, So Leonard's ideas may correspond to 
the limitation of "An encryption/ decryption engine, coupled to the input-processing engine, to 
limit the user's access to a local storage if the user's access involves an electronic mail". 
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In referring to claim 12: 

"wherein the user interface further comprises: First set of confidentiality levels for the 
user to select from; and a second of options to manipulate the electronic mail for the user to 
select from" (column 18, lines 66-67;column 19, lines 1-47; column 12, lines 24-33, 54-62). 
Leonard disclosed a user interface includes the message screen, menus window and function 
bars to manage and enable use of features of electronic mail what is share identical functionality 
with set of confidentiality levels and options to manipulate the electronic mail for the user to 
select from. 

In referring to claims 13 J4: 

" Wherein the electronic mail confidentiality preserver further asserts a first control 
signal to the user interface to disable selected options from the second set of options if the 
confidentiality level satisfies a predefined confidentiality threshold. Wherein the first control 
signal is a confidentiality-level-dependent control singal" (column 16, lines 12-25; column 18, 
lines 66-67;column 19, lines 1-47; column 22, lines 37-44; column 24, lines 10-38). Leonard 
disclosed the message header is the field for including control information such as flags what 
refer to asserting a control signal which is equivalent to confidentiality-level-dependent control 
signal used to enable or disable options what are originally supported by the recipient for 
electronic mail processing or handling functions such as printing, coping, or forwarding. Leonard 
ideally shows reflection of the limitation of "Wherein the electronic mail confidentiality 
preserver further asserts a first control signal to the user interface to disable selected options 
from the second set of options if the confidentiality level satisfies a predefined confidentiality 
threshold". 



Application/Control Number: 09/851,625 Page 10 

Art Unit: 2132 

In re f err ins to claim 15: 

" The input-processing engine further assert a second control signal to invoke the 
encryption/decryption engine in response to the user's access" (column 13, lines 56-62; column 
20, lines 66-67; column 21, lines 1-52; column 22, lines 42-44; column 16, lines 55-67; column 
17, lines 32-45). Leonard taught that after being asked to supply the identity information to 
identify member of affinity group for enroll into privacy email system, which is shared identical 
functionality with asserting second signal, recipient can either store message in encrypted form 
or decrypt those message from recipient's computer local storage, then recipient can decrypt 
those encrypted messages by using his/her private key. So, Leonard's ideas may correspond the 
limitation of " The input-processing engine further asserts a second signal to invoke the 
encryption/decryption engine in response to the user's access" 

In referring to claim 16: 

" The encryption/ decryption engine further prompts the user for identify information" 
(column 13, lines 56-62). Leonard disclosed method of opt-out and opt-in what are shared 
identical functionality with providing authenticating identity information. 

" If the user's access to the local storage is to store the electronic mail, encrypts the 
electronic mail with the identification, and if the user's access to the local storage is to retrieve 
the electronic mail, decrypts the electronic mail with the identify information" (column 21, lines 
10-52; column 22, lines 42-44; column 16, lines 55- 67; column 17, lines 32-45). Leonard 
disclosed method of limiting access electronic mail messages by storing the files what are 
equivalent to email folders in encrypted form on the recipient's computer local storage by using 
recipient's public key what means "If the user's access to the local storage is to store the 
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electronic mail, encrypts the electronic mail with the identity information". Then the recipient 
can decrypt those encrypted messages by using his/her private key, what means "and if the user's 
access to the local storage is to retrieve the electronic mail, decrypts the electronic mail with the 
identity information", So Leonard's ideas may correspond to the limitation of "If the user's 
access to the local storage is to store the electronic mail, encrypts the electronic mail with the 
identity information; and if the user's access to the local storage is to retrieve the electronic mail, 
decrypts the electronic mail with the identity information". 
In referring to claim 1 7: 

"Authenticating identity information of the recipient of an electronic mail" (column 13, 
lines 56-62). Leonard disclosed method of opt-out and opt-in what are shared identical 
functionality with providing authenticating identity information. 

" Restricting the recipients ability to manipulate the electronic mail based on the 
confidentiality level established by the sender of the electronic mail" (column 9, lines 1 1-16, 31- 
37, 46-49). Leonard disclosed a method in which the sender can control the lifespan of the 
messages and also can control the electronic mail processing or handling functions such as 
forwarding, modification, or printing, what meets the limitation of "Restricting the recipients 
ability to manipulate the electronic mail based on the confidentiality level established by the 
sender of the electronic mail". 

" Encrypting the electronic mail with the authenticated identity information if the 
recipient attempts to store the electronic mail to a local storage; and decrypting the electronic 
mail only if the recipient attempt to retrieve the electronic mail from the local storage" (column 
21, lines 10-52; column 22, lines 42-44; column 16, lines 55- 67; column 17, lines 32-45). 
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Leonard disclosed method of limiting access electronic mail messages by storing the files what 
are equivalent to email folders in encrypted form on the recipient's computer local storage by 
using recipient's public key. Then the recipient can decrypt those encrypted messages by using 
his/her private key, So Leonard's ideas may correspond to the limitation of " Encrypting the 
electronic mail with the authenticated identity information if the recipient attempts to store the 
electronic mail to a local storage; and decrypting the electronic mail if the recipient attempt to 
retrieve the electronic mail from the local storage" 
In referring to claim 18: 

" Where the identity information is a system password" (column 13, lines 56-62). 
Leonard disclosed method of opt-out and opt-in what is password providing. 

16) In referring to claim 19: " Prompting a user of the recipient to supply the identity 
information; decrypting the electronic mail with the identity information supplied by the user" 
(column 13, lines 55-62; column 14, lines 45-46, 56-67; column 16, lines 55-67, column 17, 
lines 32-44). Leonard taught that after being asked to supply the identity information such as 
password from recipient to identify member of affinity group, what means "prompting a user of 
the recipient to supply the identity information" , then the recipient can receive encrypted 
message for message viewing by using the viewer applet what is installed in recipient's computer 
what have ability to decrypt the encrypted message to view, what means "decrypting the 
13electronic mail with the identity information supplied by the user". So, Leonard's ideas may 
correspond to the limitation of "prompting a user of the recipient to supply the identity 
information and decrypting the electronic mail with the identity information supplied by the 
user." 
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In referring to claim 20. 21: 

" asserting a control signal to disable options that are originally supported by the recipient 
if the confidentiality level satisfies a predefined confidentiality threshold, wherein the control 
signal is a confidentiality-level-dependent control signal" (column 16, lines 12-25; column 19, 
lines 7-12; column 22, lines 37-44; column 24, lines 10-38). Leonard disclosed the message 
header is the field for including control information such as flags what refer to asserting a control 
signal which is equivalent to confidentiality-level-dependent control signal used to enable or 
disable options what are originally supported by the recipient for electronic mail processing or 
handling functions such as printing, coping, or forwarding. Leonard ideally shows reflection of 
the limitation of "asserting a control signal options that are originally supported by the recipient 
if the confidentiality level satisfies a predefined confidentiality threshold, wherein the control 
signal is a confidentiality-level-dependent control signal". 

Conclusion 

3. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 . 1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 . 1 36(a) will be calculated from the mailing date of the advisory action. In no event, 
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however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to lan dai thi truong whose telephone number is 571-272-7959. The 
examiner can normally be reached on monday- friday from 8:30am to 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799, The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Lan Dai Thi Truong 
Examiner 




